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A major obstacle to Grid usability today is that Grid applications
are proneto failuresand performance bottlenecks. Writing “ better”
Grid software cannot really solve this problem: to a certain extent,
thisan inherent property of a large and multi-layered system. Thus,
troubleshooting is an essential Grid component. However, the very
layers of middleware designed to shield Grid users from the varia-
tion in underlying systems can also hide the feedback needed to
diagnose and troubleshoot poor performance or failure. This paper
proposes two new Grid monitoring elements, Grid workflow identi-
fiers and consistent component lifecycle events, that will make Grid
failures easier to diagnose and troubleshoot.

1.0 Introduction

One of the central challenges of Grid computing today is that, in practice, Grid applications are
prone to frequent failures and performance bottlenecks. Thisis an unavoidable property of alarge
and multi-layered system. The large numbers of components involved make failure more likely,
while the very layers of middleware designed to shield Grid users from variation in underlying
systems al so hide the feedback needed to diagnose and troubleshoot poor performance and
failures.

For example, assume asimple Grid workflow has been submitted to aresource broker, which uses
areliablefile transfer service to copy severa files and then runs the job. Normally, this process
takes 15 minutes to complete, but two hours have passed and the job has not yet completed.
Determining what, if anything, iswrong isdifficult. Isthejob still running or did one of the
software components crash? | s the network particularly congested? Is the CPU particularly
loaded? Is there a disk problem? Is a software library containing a bug installed somewhere?

Current Grid monitoring systems can answer many of these questionsif only oneworkflow is
present, but they bresk down when Grid resources and components are used in parallel by
multiple workflows. The reason for this difficulty is that below the highest level of middleware,
e.g., the resource broker in the example above, thereis no consistent mechanism for identifying
which monitoring data is associated with a given workflow.

To solve this problem, we propose adding a new element to core Grid monitoring requirements.
Previoudly, we have argued [17] that Grid monitoring and troubleshooting systems should have
the following elements:

» Globally synchronized clocks (e.g., with NTP [23])

» End-to-end monitoring data (hosts, networks, middleware, application)
» Archiving (e.g., relational database)

» Standard data model (e.g., timestamp, name, values)

» Dynamic control of monitoring granularity

Two new elements should be added to thislist: Grid workflow identifiers (GIDs) and consistent
component lifecyclelog events. A GID isaglobally unique"key" that can track a Grid Job across
administrative domains. The GIDs would be generated at the time the workflow was created, and
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then transferred between layers of middleware and across administrative domains. Component
lifecycle events are monitoring events that are logged at the start and end of every component’s
lifecycle.

1.1 Extended Use-Case

Assume the Grid workflow shown in Figurel. The workflow, which uses multiple input files and
generates multiple output files, is submitted to a resource broker. The resource broker determines
the best compute and storage resources to use for the workflow at this time based on some
information from Ganglia[29] host monitoring and the PingER [6] network monitoring system.
Data is staged using areplicamanager, which usesaReliable FileTransfer service [28], which in
turn uses GridFTP [1]. A job is submitted to the Globus Gatekeeper [10], which passesit to the
Globus Job Manager, which authorizes the user using Akenti, which hands the job off to Portable
Batch System (PBS) [3] scheduler, which runs the job. Output datafiles are then send to aHigh
Performance Storage System (HPSS) [16] installation using the Storage Resource Manager
(SRM) [31] middleware.

Replica Mgr
G ateKeeper

Figure 1: Example Grid Workflow

This workflow uses many of software components, any of which may potentialy fail due to
software, hardware, or network problems. At aminimum, the example above uses the following
components: Grid portal, resource broker, Ganglia, PingER, replica manager, Reliable File
Transfer service, GridFTP service, SRM service, Globus Gatekeeper, Globus job manager,
Akenti, PBS, HPSS, in addition to whatever components are used by the job itself.

We will refer back to the above use-case as we discuss the importance of using GIDs.
2.0 Related work
In this section, we describe some related work in the areaof Grid workflow monitoring.

2.1 Grid Workflow Engines

Although “workflow” isafamiliar concept in Computer Science, implementations of workflow
enginesfor the Grid are sill in their infancy. One early example isthe Condor [21] “Directed
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Acyclic Graph Manager” (DAGMan), which is ameta-scheduler that sits on top of the standard
Condor scheduler. The DAGMan submits jobsto Condor in an order represented by a directed
acyclic graph (DAG) and processes the results. To monitor DAGs, Condor sends status and
“standard error” output from a running DAG back to a user-specified log file. This monitoring
information is not end-to-end: it does not include application, network, or host data, or monitoring
data from jobs that are handed off to other schedul ers such as the Globus JobM anager. Because a
DAG isitself aCondor job, it isassigned Condor “job cluster” identifier, but thisidentifier is not
propagated outside of the Condor components. In order to get host and network status, Condor
provides the Hawkeye [15] monitoring tool, but the integration of the Hawkeye sensor data with
the built-in Condor job monitoring is awork in progress.

The Pegasus [8] workflow system provides an extralayer of abstraction on top of DAGMan. In
Pegasus, users provide an “Abstract Workflow” that describes virtual datatransformations. Thisis
transformed into a*“ ConcreteWorkflow” that contains actual datalocations. This concrete
workflow is submitted to DAGMan for execution. The monitoring and identification of the
workflow in Pegasus are essentially the same as for DAGMan.

All the preceding systems arebuilt on pre-Web Services technologies. In the Web Services
community, workflows are addressed in several specifications, including the Business Process
Execution Language for Web Services (BPEL4AWYS) [3] specification from IBM , and the OASIS
Web Services Coordination Framework specification [20]. The Web Services Resource
Framework (WS-RF) [34] isa convergence of Web Services technol ogies with the Open Grid
Services Architecture (OGSA) [11]. Many people are looking at using WS-RF for executing Grid
workflows.

2.2 Grid Monitoring

There are anumber of distributed monitoring projects that can provide the raw data needed for
analysis of end-to-end performance. Cluster tools such as Ganglia[29] and Nagios [24] can
scalably provide detailed host and network statistics. These data can be integrated into monitoring
frameworks such as the European Data Grid's Relational GMA (R-GMA) [4], the Globus
Monitoring and Discovery Service (MDS) [7], or Monitoring Agents using a L arge Integrated
Services Architecture (MonALISA) [26].

At LBNL we have developed the NetL ogger Toolkit [32], which provides non-intrusive
instrumentation of distributed computing components. Using NetL ogger, distributed application
components are modified to produce time-stamped logs of “interesting” events at all the critical
points of the distributed system. NetL ogger uses a standard data model, allows for dynamic
control of logging granularity, and can collect monitoring datain arelational database [14].

There are many more Grid monitoring tools. In fact, the main challenge for current Grid
monitoring effortsis not alack of functionality but rather aglut of implementations: there are
many competing sensors, data models, formats, and protocols. We do not discusshow to “solve”
this problem here, but we do believe that adoption of a standard GID across monitoring
components will augment and help drive Grid monitoring interoperability efforts.

3.0 Grid Workflow I dentifiers

In this section, we discuss the representation of GIDs and the interfaces needed for Grid Services
to support them.

3.1 Creating identifiers

The GID will be chosen by the originator of the Grid job. Depending on the details of the job
submission process, the “originator” couldbe aWeb portal, Grid meta-scheduler, or other client
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program. Because they are chosen independently in a distributed system, a primary requirement
for GIDs s that they be globally and temporally unique. They must be globally unique so that no
extrainformation is necessary to differentiate workflows running anywhere on the global Grid:
even if the user that started the job has other information available, other usersor site
administrators, in general, will not. They must be unique for all time (or at least all times after
GIDs come into use) so that workflows can be aso be differentiated, for example, in archived
monitoring data.

Procedures for creating unique identifiers are already well-documented under the moniker of a
Universal Unique Identifier (UUID) [30]. There are actually several smilar specifications for
UUIDs, including 1SO 11758 [18] and the OSF Distributed Computing Environment [9]. In all
these specifications, UUIDs combine a name from a centrally administered namespace tied to the
host (the network hardware address, DNS, etc.) and a high-resolution timestamp. On most
operating systems, including Linux, Mac OS-X, and Windows, using the OSF DCE universa
identifiersis as simple as running the program uuidgen or making API callsto the library uuidlib.
The particular form of the identifier is not important, aslong asit is reasonably small (e.g., less
than 128 bytes) and isencoded in areadable format that is easily added to URI’s, command-lines,
configuration files, etc. For example, invoking uuidgen on a Linux system returns an acceptable
encoding:

% uui dgen
c2717bd2- 0b27- 49a8- 813a- ef 196b9d5a5a

In summary, we propose that GIDs should be generated independently by the workflow
originator, using the UUID standard.

3.2 Integration with Grid Services

In the use-case presented in Section 2, it is clear that the workflow encompasses many different
Grid components. The graph of theworkflow (Figur el) aso represents how GIDs must be
propagated. Each edge in this graph aso represents two transfers of the GID: one between Grid
components, and a second transfer from the component to its logging fecility. This presentsa
problem: What mechanisms should be used to transfer GIDs?

There are two types of approachesto take here. The first approach isto modify,
component-by-component, the existing interfaces to support transfer of the GID. Thisis easier in
the short term, and is the approach we took in example described beow in Sect i on5.0

The second approach isto integrate GIDs in the ground floor of a general-purpose Grid
framework such asthe Open Grid Services Architecture (OGSA) [11] on which the Web Services
Resource Framework (WS-RF) [34] is based. We think that thisis by far the better solution in the
long term, asit allows components to change their service definitions independently of the GID
interface. Of course, it requires alevel of agreement on how to leverage the standard services
provided by the framework to provide GID propagation interfaces. For example, all Grid services
could support a standard WSDL [5] portType for GIDs, or the WS-RF framework could support
carrying the GID in a SOAP [12] header field. The choice of implementation technology isless
important than the agreement to use some standard technology that spans Grid components.

3.3 Security considerations

By design, GIDsrevea information about a workflow. There isno doubt that thisinformation
could, under some circumstances, be a security threat. However, the control and data information
transferred between the Grid componentsis aso a potential security threat -- probably afar larger
one. Therefore, need for additional security measures just for GIDs seems unlikely; in general,
whatever measures already being taken to secure the control and/or data flows should also be
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adequate for securing GIDs.

4.0 Standard Component Lifecycle Events

In order to trace the progress of adistributed job, it isvery important not to have any “holes’ in
the monitoring data. Unlike debugging a process on asingle host, it is often difficult to pause and
restart a Grid job, or to query it for information that it is not already pre-configured to log.
Therefore, it isimportant that all Grid components are configured to perform at least a minimal
level of logging. Specifically, every Grid component should log at least one monitoring event
when it starts and one just before it ends, whether it failed or succeeded. This methodology, in
coordination with GIDs, allows troubleshooting systems to see which components are associated
with the workflow, and to determine which of those components completed successfully, failed, or
are still executing (and for how long).

At aminimum, each monitoring event, including the “start” and “stop” events, should have a
timestamp, name of the event, source and possibly destination host, and a GID. For example, the
Globus GateKeeper could log these monitoring events:

DATE : 2004-02-02T22: 21: 35. 753024
EVENT_NAME: gat eKeeper. start

HCST : 131.243.2. 22

G D : b21746a9- 6¢cb8-4256- 93el- 1a3106f 8d575
<... GateKeeper runs ...>

DATE : 2004-02-02T22: 21: 35. 839715

EVENT_NAME: gat eKeeper. end
HOST : 131.243.2.22
G D : b21746a9- 6¢cb8- 4256- 93el- 1a3106f 8d575

Although Grid performance anaysis benefits from much more detailed logging, the component
lifecycle events alone provide an overview of the relative time spent in various Grid components.
Thisisillustrated in the graphs of example results shown in the next section.

5.0 SampleResults

At the IEEE Supercomputing Conference in November 2003 (SC2003), we demonstrated tracing
aworkflow for adistributed biochemistry computation called AMBER [27]. The following
components were instrumented with NetL ogger:

» pyGlobus: pyglobusrun, pyglobus-url-copy
* Globus GateK eeper

* Globus JobM anager

» Akenti (access control policy library)

* Amber

Start and end events, with GIDs, were logged for each component. From these monitoring events,
we could visualize thefile staging, remote execution, and access-control steps of thejob. The
demonstration GUI used the status and error codes from the NetL ogger messages to draw a
"lifeline" (line connecting successiveevents on theY -axis vs. time on the X-axis) of events that
indicate to the user the progression of the file staging and job execution components.
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5.1 Methodology

For this demonstration, as could be expected, our methods of inserting the GID into the logging
were ad-hoc and specific to the components we were using. Our task was eased somewhat by our
use of pyGlobus [19], which provides Python language wrappers for Globus. Using the Python
version of NetLogger with pyGlobus made it very easy for usto create instrumented versions of
the pyglobus-url-copy and pyglobusrun programs.

First, we modified the pyglobusrun command to add a GID to the Resource Specification
Language (RSL) of each job being submitted. Next we had to modify the Globus GateK eeper,
which has no knowledge of GIDs, to read the GID from the RSL of the submitted job. Once the
GateKeeper had the GID, we took advantage of the fact that both Akenti and the AMBER
application were a child processes of the GateK eeper, and simply passed the GID to them via
Unix environment variable. The GridFTP client was also built using pyGlobus, so transferring the
GID tothe Reliable File Transfer Service (RFT) could be donewithin Python. This propagation of
the GID is shown in Figur e2.

GID - — pyGIObUS

—Host — ——————

| RSL —1 OL g (GateKeeper |
IW|th GID |
| GlD |
| | GID env.] Y 6o, |
| '\ variable [——® /'

Figure 2: GID propagation in the SC2003 demo

pyglobusrun

The GID is passed to each component via a NetL ogger-specific URL syntax that sets the
destination for NetL ogger messages. Thus, atypical RSL string looked like this (with the GID
highlighted):

&( execut abl e=/usr/ I ocal / bi n/ anber) (j obType=si ngl e)
(environment =
( NETLOGGER_ON "yes")
(NETLOGGER _DEST " x- net -
| og: // B146. 231. SCO03. ORG 148307?| evel =2&const _Q D=b21746a9- 6¢cb
8- 4256- 93el- 1a3106f 8d575"))

The NetLogger instrumentation module usesthe “NETLOGGER_DEST” enviroment variable to
control a number of NetLogger options. One of these optionsisto add a GID to every message if
const_GID isfound. Thisfeature allowed usto add GIDsto all NetL ogger-instrumented
components without changing the instrumentation itself or re-compiling the component. For
more details on NetLogger URLS, see[25].

5.2 Analysis

To illustrate the usefulness of GIDsin correlating the results, we show in Figure 3 two versions of
the same monitoring data. In these graphs, there are six separate AMBER jobs, of varying length.
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Each job stagesits data, submitsto the Globus GateK eeper, gets authorized by Akenti, runsthe AMBER
application, then returns the results.

In the first graph, the GID isignored and only time correlation is performed. In the second, the GID is
used to connect successive events into alifeline. The improvement is obvious, but note particularly how
difficult it would beto correlate the monitoring events for the entire life of thefirst job, or during the
overlaps of the third and fourth jobs between 75 to 100 seconds (circled in the figure).

The graph also shows the importance of consistent component lifecycle events. During this set of runs,
two of the jobs were killed prematurely. This shows up on the graph as afailure to transfer the
(non-existent) result data, i.e. missing eventsin the “transfer results’ section of the lifeline. Normadly,
failures of this sort are clear from the job' s return value, but in this case afalsevalue of “success’ was
being returned. Despite this false positive, consistent “start” and “end” events for every step of the job
still alert the user to an error in these application runs.

Not discussed in this paper is NetLogger’s activation service, which provides the ability to activate more
detailed instrumentation and debugging information in arunning process. Thisallows oneto “drill down”
to find the source of problems or bottlenecks. Thisis desribed in more detail in [13].

5.3 Job-Independent Monitoring Data

Clearly there are some types of monitoring data that are not associated with a particular job, and for
which the concept of GID is meaningless. For example, host monitoring data (CPU, disk, memory, etc.)
or network monitoring data may not be associated with a specific Grid job. Sometimes theimpact of other
processes on the system iscrucial to understanding your job’s performance. To correlate thistype of data
with job performance, we must use time stamps. Thisiswhy it isimportant have synchronized clocks on
all Grid hosts, and to collect monitoring data using precision time stamps. A graph showing thistype of
analysisisshown in Figur e4. In thisgraph, it isclear that increased CPU utilization, shown at the bottom
of the graph, correlates with decreased performance for the AMBER job.

Whiletime correlation is sometimes the only means of associating workflows with other monitoring data,
it isgood to remember that time correlation alone cannot distinguish which of several parallel activitiesis
associated with the change in resource state. Because, as discussed above, GIDs add thisvaluable ahility,
we should add them to the monitoring data, and use them in analyses, wherever possible.

6.0 Open Issues

A GID could be designed to provide some additional information about the workflow itself, for example
to indicate the parent-child relationship among workflow nodes or contain metadata about the originator
of the workflow. We arewary of this approach because any metadata embedded in the GID may
complicate its representation or interpretation. Instead, we believe that this functionality should be
layered on top of the GID, e.g. by using the GID as akey to locate and update the metadata in a central
repository. Aswe gain more experience with Grid workflows, thisintuition may prove to be wrong; either
way, though, we know of no compelling reason to justify complicating GIDs, at this early stage, with
workflow-specific metadata.

7.0 Conclusion

Troubleshooting a workflow in current Grid environments is difficult. By default, many components
produce no monitoring data and, even when they do, the monitoring dataisdifficult to correlate with the
data from other components in the same workflow. We believe that an important first step to solving this
problem isto build into the Grid infrastructure standard interfaces to Grid workflow identifiers (GIDs),
and to add to every Grid component standardized lifecycle monitoring events. In this paper, we have
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SuperComputing 2003 Results -- without GIDs
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Figure 3: Amber Workflow (SC2003 demonstration)

outlined the technol ogies needed to create Gl Ds and integrate them with Grid monitoring
services. We have a'so described the requirements for lifecycle monitoring events. Using results
from our Supercomputing demonstration, we have shown how these two elements, working
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AMBER + CPU Utilization
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Figure 4: Amber Instrumentation with CPU monitoring

together, can form the basis for understanding the behavior of a Grid workflow.
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